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SMARTER RADIATION MONITORS FOK SAFEGUARDS AND SECURITY*

P. E. Fehlay, J. C, Pratt, and J. T. Markin
Los Alamos National Laboratory, L.os Alamos, New Mexico

T. Seurry, Jr.
TSA Systems, Inc., Boulder, Colorado

ABSTRACT

IIndiation monitors for nuclear safeguards and
security depend on internal control clreuits  to
determine when diversion of special nuciear materials
is taking place. Early monitors depended on analog
cireuits for this purpose; subsequently, digital logic
controllers made hetter monitoring methods poassible,
Now, versatile microprocessor systems permit new,
mmore eofficlent, and more useful monitoring methods,
One such method is simple stepwise monitoring, which
has varinble alarm levels to expedite monitoring where
extended monitoring periods are required,  Another
method, sequentlial F_obnblllu ratio logic, tests data as
It accumulates againat two hypothases—background, or
hackground plus a transient diveraion signal--and
terminates monitoring as soon as a decirion can bhe
made that meets false-alarm and datection aonfidence
raquirements. A third method, quantitative monitoring
for personnel, calculates count ratlos of gh- to
low-energy gamma-ray regions to prediet whether the
materia' detected {s a small quantity of bare material
or a Inrger quantity of shlelded material. [n addition,
microproceasor d4ystem mubprograms can  aamiat In
dotector calibration and trouble~shooting. FExamplea of
subprograms are a variance analysis technique to aet
hian 1evels |n plastic acintiliators and a atate-of-healtn
routine for detecting malfunctions In digital elrcuit
components,

INTRODUCTION

Nadiatlon monitors for nuclear safeguarde and
sncurity senrch personnel, packages, and motoar vehicies
for gmmmn radintion that (s spontaneously emitted hy
diverted  ar imisolaced  nuelear mnterinls. The
instrumenta range from amall hand-held monitors to
‘nepe vehicle monitors, bt they all have n eommon
cloment: an eloetrople elrenit that deteeta a teansient
diverslon signnl ombedded in a stendy  background
sagnal, CI'enndient detection efreuits have evolved from
simple annlog methody to today's more complex digltni
eontral elreults that not only detect tranaients hut rixo
enn o carry out  more complex tasky  to  improve

“Ihis work wns performed undor the ausplees of the
S Department of Yoergy, Offiees of Safegunrds and
Security.

monltoring performance or aid in calibration and
trouble-shooting. Two examples of well-established
digital methods are a sliding interval scaler' that
matches a count |nterval to a transient-signal time
profile and an S-fold sealer that measures the time
interval between groups of S deiected avents to rapidiy
detect transients in low-intensity neutron signals.
More recently, microprocessor decision logic based on
sequantinl  probability rativ  testing has shortened
waiting times In monitors that require fixed count
intervala. In a quantitative radiation monitor for
nuclear safeguards,” sequential tesiing reduced the
average walting time from 3 to 0.7 8, Two exsmples of
state-of-health functions that can be carried out by
microproceasor controllers are statistical verificatios
of input datad+5 and circult-component self tests.

The baslc tasks of monitor control clroults {nclude
radiatlon maasurementa to determine decision logle
parameters or to detect tranalent nignals; other taaks
Identify background periods, monitoring periods, and
proper or |mproper monitor operation. A list of
individual tasks follows.

e Deatermine the state of health of the elec-
‘ronic elrcult components,

o Parform atatinticnl analysin of radiation detee-
tor data,

e Detormine whather the monitor in occupied or
hot,

e Detarmine a backgrou ! radiation level and
whether [t In within aperational Himitn,

o C'aleulnate the moritoring declalon levels,
o  Measure a monitoring sadintion level and test {t,

Hefore reviewing control logic methods, it seema
best to glve an elementary oxampla of the way that
radinuion monitors detect tranalent diverslon signala.
A gammn-radiation detection ayatem that monitors a
reglon of apace and procuces r mignal In proportion to
the detected radiation (ntensity nenaen diversion in that
reglon by eomparing the normal gnmma-ray brekground
Intenxdty to the intensity during the monltoring pericd,
The comparlson  will not require an sxact cotre-
spondence hetween the {wo intensities beeniwe there



will be statistical error in both intensity measurements
{however, we usually try to make the statistical error
in background negligible). Thus, a typical method—
digital, for example—compares the monitoring count to
the background count plus an increment. The Incre-
ment i5 important Lecause it establishes both the
detection sensitivity and the false-alarm rate.
Choosing B to represent the expected background count
during a monitoring Interval and A to represent the
alarm level, three examples of alarm levels are

A=n+K,
A=n+ron,
A=n+ NmOS,

The (irst alarm-level example, from a personnel
monitor at the Oak Ridge/Y-12 Plant, simply adds a
fixed increment to the hnckground., 'The sccond exam-
ple is found in some hand-held monilors. The factor I
is a fraction, typleally 0.30 or 0.40. In the third
example, niso for a personnel monitor, the Incrainent is
an integral multiple, N of the standard deviation, o, of
the expected background count, the square root of 1.
"hese axnmples all operate in the same way: a moni-
toring count is compared to the value A and if the
monitoring count exceeds A nn alarin sounds,

Ench :nethod of cnlculating an alarm level ean he
made to have the same fnlse-alarm rate and detection
sennitivity as the other methods at one tackground
intenaity, Then a monitor using any one of the alarm-
lavel examples will perform the name as it would with
any other exampla, However, as the baokground
intenalty changes, the hehavior of a monitor wlll differ
with each nalarm axample. The first example has
constant duotection sensitivity becaune K Ia fixed;
howaver, tht (alse-alarin rate Increanes with back-
ground intensity. The second exsmpla will decrease
hboth {ta datection senaltivity and [ta falae=alarm pate
at highar backgrounds., Tha reason Is that the iIncre-
ment IF* B becomen a larger quantity, thus decreaning
ransitivity, as D !nerenses, Correapondinply, tho (elne-
alarm rate deacreases hacauna F * N {n Iarger relative to
the standard deviation. On the other hand, in the third
axample, the (alse-alarm rate remalins unchanged and
the senaitivity decresses, but not as much, as haok-
ground Inoreanas,

CONTROL CIRCUITS PROM THE PAST DECADE
An Analog Method

A dependaile method of earrving out  monitoring
devidon procedures e an analog methnd that compnares
tonitoring intensdtien ta hackgrommd  Intensitien by
menns of the response of two ofrenits with Jifferent
tne constantt (Fig. 1), The slow elreull eeme mbers
tvskground intensities over a perlod of parhapy 20 a
wherens the faster monitoring elecull Fas a short, 0,4-8
or an, time consiant, The monitoring declsion (s made
by waimple compneitor that hna a tixed offaet bullt into
ite Phe fixed off«et ennnot bhe adpisted, honee enli-
hention of the momtor involves sealing the dnpat  an
nnrlog stnnl from noratemeter- with a voltage divider
nntil the proper senaitivity and false atarm rate are
nehfeved,

FAST

)
> A:ARM
OUTPUT

COMPARE
F—A AN/

) — /1

SLow -

AMNALOG
INPUT

Fig. |.
This analog transient-detection method makes use of the
different time response in parallel circuits. In personne! door
way monitors the time constanls are about 208 for the
background eircuit and 0,4 & for the monitoring circuit,

Sueh a manunl adjustment procedure {s a drawback
to analog monitoring circuits. Hecause three separatve
coirparison eircults are needed for monltoring and
background limit tests, three separate series of
obsarvation and adjustment are necessary, Major
changer in background mnke il necessary to change
rate meter scales and rcpeat the entire series of
acdjustments. Minor changrs [n buokground can In-
fluence the detection sensitivity and ‘alse-alarm rate
these parameters increasc of deo.ease with the
corresponding background ehnnge unlers the monltoring
potentiomater |8 readjusted. Both background and
monltoring oircuits operat: continuously, Contlinuous
o.eration and a properly chosen time constant for the
monltoring circuit anyures that the monitor will detect
an optimum portion of a transient aignal. Although an
occupanoy monitor Ia not necessary for th v deteotion
olroult, |t doea Inhiblt announcing falae & \rms that
take place when the monitor |8 unoocupiid. The
anajog method {s still available In some Nu 'onal
Nucleat Corp.” doorway monltors and |s more fully
desoribed in Ref. 8,

8liding-Interval Soaler

The allding~inteivel nonlar i a digital technique
thnt, as with all digital techninues, hat two immedinte
sdvantiages. One (s that no aeositivity or false-nlnem
ealibration procedure a8 needed, The other in that
haockground and monltoring intenaltien can be measured
hv one aet of hardv.aret an occupaney mensor deter-
mines which measurement is under wny. ‘The advantage
that aecrues from tha occupaney sennor Is that peither
fouree  paNsage ot queneing in the monitor  will
contaminate a hackground measurement, which takes
place only whep the monitor i unoccupind,

In cortrast to the aingle-interval test de cribed in
the introduction, the digital sliding-aterval toehnigue
divides a cotnting-thne (nterval into subint: rvaly and

*National Nuelenr Carp., Mountaln View, Cahiarnina,



compares ihe monitoring count to the alarm level each
time & new subinterval is accumulated. For instance,
dividing a 1-s count interval into [our subintervals
(Fig. 2) leads to comparing the sum of four subintervals
four times each second. As each new 0.25-s subinterval
is ncecumulated, the oldest one 15 discarded, This
method requires a slightly larger alarm increment o
reduce the false-alarm probability because four times
as many comparisons arc made. However, when the
technique can closely bracket a time-varying transient
signal—for example, in a walkthrough personnel
moritor—the ‘ncrease in detected signal more than
offsets the increase in the alarm increment. The
sliding-interval technique for radiation monitors wes
devised by C, N, llenry of Los Alamos and is similar to
the moving-average method ol stock market analysis.
The technique has been used in a_ personnel portal
monimr,\ a vehicle portal monitor,’ and in a hand-
held monitor available from TSA Systems, Ine.

S-Fold Logle

Another technique devised by . N, Henry Imple-
ments a suggestion of R. D. Evana for detecting
transients in very low-intensity counters such as%
neutren detectors. The technique is called the S-fold
method, after the analysis of pulse counting with a
peeseale fnetor 8 by Evans.? The circuit? (Fig. 3) uses
hackyround events presealed by S for long-term ad-
justment of a clock puise rate, In the short term,
prescaled {nput events alsn resel a sealer that counts
the eloek pulsex. Thus, the system has a berekground-
adjusted timer to measure the elapsed time hetweon S
avants. Hy measuring a constant average number of
soaler counts at all baokgrounds, a single glarm level
can ha used, Tha alarm level is determined from
Polsson atatistics to give the required false-alarin rate
nnd, In this instAnce, an alacm occurs when the
monitering ocount (s less than the alarm level. The
strong point of thisn methn ¢ that It has no fixed or
suboivided time {nterval, 'l 'e dealsion frequency (s

*TSA Systema, Inc., Roulder, Colorado.
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The S-fold technique measures the time Interval hetween groups
of S counts. A background adjustment to the clock rate makes it
possible to use the saine alarm level fer all background Intensities.

determined by the frequeney of |ncoming evenisy thus,
n translent is tracked and dateocted whenever it appears
AS was the case in the anelog method. On the other
hand, fixed-interval counting requires long counting
intervals at low count rates so that when a transient
appenrs, thore may he a consldereble delay before the
interval {s ecempleted and an alarm sounds.

NEW TECI!NIQUES FOR MICROPROCESSOR SYSTEMS

Stepwise Monitoring

'he stepwise method |s an slementary means to
shortes the monitoring time in monitors that require a
persor or vehicle to remain stationary during a
monlitoring peried. The monitoring time interval fis
divided Into a few subintervals, which are eccumulated
and tested untll a decision is reached. The difference
hetween this and the aliding-interval technique {s that
three differant counting times with ditferent alarm
levelns nre involved (Fig. 4). We applied this mathod to
vehiele monloring In a roadbecd monitor that formerly
renulred a 30-s monitoring porlad, The stepwise
controller used 20-s-long subintervals and had a theee-
siep monitoring procedure,

1. Test the first 20-a rount against a 20 alarm
lavel. Terminate monitoring of. in ease of an alarm, go
on tu step 2,

2. Text the mum of the first twn 20-8 counts
neainst a 3 nlarm level. ‘Terminate monltoring oe, (0
cave of an aiarm, go to atep 3,

b Test che st of atl theen 20-8 connts agningt a
40 nlarm level, which Is the orfginal A0-: single=intepval
dooininn point, Terminate monltoring of announce an
alarm, as appropriate,

1t In important to realize that at each step of the
stepwine procedure, the tests have the same probability
of detecting a diversion  signal (in s particular
monitor), but they have vactly difforent talne-nlarm
rates. The fiest ~tep false nlaem probability I 2.3%,
which wonld bhe mneceptable inoa slngle test pro-
vodure. dfowever, [n Lhis oane that alarmn tevel allows
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Stepwise monitoring permits most decisfons tc be made during the
first, 7 interval, For the 2.3% nr «0 orcasions that a false alarm
aceuss in the first Interval, testing continues through 3o and, If
necessary, 49 inlervals until a final deeislon can be made.

all but 2.3% of the normal traffle to depart while
detaining only a few vehicles for additional counting
Intervala, Thus, the monitoring delay !s much less
noticeable compared to wal‘lng B0 & for a decision.
The few vehicles that experience false clarms and
longer monitoving times are delained about as long as
all traflle had previously been detnhlned. This method
was evaluated in a roadbed monitor” for a short period
of time, but is currently being replaced by the next
teehnique, sequentinl testing, whieh nlso can make
nuicker decisions. The sequential technique supplants
the stepwise technique bhecause (ts dotection and
fnlse-niarm performanee are casler to prediet and do
not vary as much from one type of monitor to another,

Sequential Probability Ratio Testirg

This maquential method for rmlnlon monitors
derlves from the work of A, Wald to reduce the
number of obaervations required to achleve a specified
Jerpen of quality econtenl In manafaecturing,  Wald
naphoed the sequential probabllity matio test to normally
dosteibuted gunlity control menxurements, but it applies
ns well to nuelear eounting statisties whether they he
Doivon  o¢ normally - disteibuted,  Analvain of  the
teohnugie for the normally disteibuted nuelenr eounting
npplientior s particularly simple bheeause the standared
devintion ean he extimated ay the square root of TN

A sequentinl probability entio test s n form of
hypothesis test [n which the question to he decided ix
whether the countx obaerved In one or more shopt
<equentinl count intervaly are from a distribution of
nekproand hnving mean B0 or feom a disteibution of
Bnekground plus o teanslent signnl with mean ML Eaeh
step inon gequenee s tested agninat two  decision

thresholds, one for background and one for background
plus transiert, until a decisionr—background o back-
ground plus transient—ecan be made. When no decision
can be made, another measurement step s carried sut
and tested—up to a maximum number of steps in
practicnl situations,

The quantity tested is, for example, the ratio of
the normally distributed probability that the obser-
vations are from a background-plus-trarsient distri-
bution to the probability that the observations are from
a background distribution. After n observations have
heen niade, the sequential probability ratio is simply
the product of th.e probability ratios for each step,

SPRy, = (PRl) *(PRg) ... (PRn) ’

where each probability ratio in the expression has the
form

axp [-0.5 . (xi - lH)z/OZJ
PRy = i 7
exp F).S' (xl-ﬂn) /G]

The subseript | denotes a particular step number Ir 8
scquence, Xi Is the observed count at that step, Bl Is
the mean of the background plus transient (to be
determined in a moment), B0 the mean of background
alone, and g the corg\mon standard deviation of the two
distributions, (B0)0:3, At each step, n, of the sequence
two teots are made, First, test for SPR, > TA, which
Indicates that the counts aro from baukground plus
nignaly seoond, test for SPR, < TB, which indicates that
the ecounts are from background alone. The quantities
TA and TB are numerical decision thresholds (deflned
below), I neither case I true, the sequence continues
with one more observation. In practice, the test
sequence muat tecminate and the test valuas are chosen
to make that happen under most eircumstonces. In
rRse the sequence does notl e~minate after a maximum
number of steps, a separate arbitrary or rational
procedure ean terminate the sequence,

Another practioal matter is that the logarithm of
the probability ratlo, 7|, in more easily calculated than
the ratio |tealf. Successive values nf the logarithm

Zjm [0.5'.x| - no)z/oz] - [o.m, - m)%z]

are summad [nstead of multiplylng the probability
ratios themxalven, The sum zy, which may be further
simplified  for ealculation, s tested apainat  the
lognrithm of the dreision thresholds TH and TA. Wald
glven us eatimates of the threahold values in terms of
the desired false—nlarm probability FAP and detection
probability PDET ax follows,

log(TA) = log(PDET/FAR) and
1og(1'N) = logl(1-PDET)/(1-FAP)) .
These teat threshnld estimates may, {h gome cases,

requlre slight chnnges to achleve the required falye -
alnrm probability. !



The final parameter value, Bl, must be carefully
chosen to ensure that a decision can be reached in the
time aveilable for monitoring. Our first experience
with sequential testin% was a safeguards application in
an enrichment plani,)? for which we derived Bl | »m
Wald's analysis of the probabliity of termination on .
before a given number of steps. Later, as we evaluated
sequential testing for personnel monitors, it became
apparent that Bl could be derived by snalogy to the
alarm level determined in the sliding-interval methnd.
In fact, with our accustomed value of 0.5 for detection
probabillity and 4 for the sliding-interval sigma multi-
plier, the complicated expression we had earlier derived
is equivalert to the analogous method.

Calculation of Bl begins with estim g the
appropriate counting-interval length and maximum
number of subintervals for a sliding~interval tech-
nique, We use the subinterval length for the sequential
2ount interval. We then express the sliding-interval
increment as a [raction of hackground, B, and multiply
that fraction by B0 to obtain the sequential incre-
ment, That is,

Nl = R0+ [4(n)"-5/n] « BO

Our flrst applieation ¢f the sequentlal teohniquelz
demonstrated that, as Wald had learned, the technique
enn  make more rapid declsions than customary
methods, In our case, we made use of the time saving
to achieve 95% probabllity of detection whereas
prreviously, wlth a single-intarval ‘echnique, we
obtained a 50% value. A second application of the
technique was to personnal mon'toring in & booth that
normally requires a mnanitoring time of a few seconds,
In that case, wa made a thorough Investigation of the
time behavior. We found that, on the average, a
backgrotnd de:innn took 22% of the customar, “.me
whan bnckground -vas really present, [alse nlnrﬂs
appnared at approximately the predieted frequency.
Whea we introduced traisiant signals near the thres-
hold of detection, the average number of steps
upproachied the maximum numher allowed by the
customary method, At higher transient intensity, a
ripid denition wns again posaible. The curve of average
sample  numbern (Fig. 5) reflecta the amount of
enunting required over a broad ranga of nonitoring
Intensity,

Nasides shortening fixed-counting Intervals, the
sequential technique aan qulekly detarmina hackground
and, thos, be In a position to start a monitoring
soquenees when a transient appears. For example, In a
vehilele  portal, radiation from A ssuree can  bhe
optimnlly proeessed  without instrumentation to pre-
cisely start the counting sequence. Thus, knowledge of
the loeation and speed of the vehicle becomes less
importani,  The monitor can operate under variable
circumstanees: for example, {f xomeone drives through
the monitor more quickly than expected, tha manltor
stIL performs well.  An (mportant corollary to this
enpability s that short—dneation noive that might he
nveraged out in another monltor likely will be detected
in thix moniter beeause ol the sequential technigue,
Henee, nojse-free operation of the monitor's electronies
ixvery lmportant for seguentind testing.
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The average nurnber of samples that the sequential probabllity
ratio technique uses to make a declsion {s determined and plotted
for varjous rad.ation intensities, both below and at-ve the
background intensity BG. Tle plotted values are averages over a
Inrge number of decisions. Individuai measurements show varia-
tion in the required number of steps, which oecaslionally reach
the maximum number of ~teps allowed near N1, Well away [rom
the value R1 the technique makes its decision rapidly.

Quantitative Monitoring

This technlgue was evaluated with sequentinl
tests, but in prineiple the technique enn be used with
any monitoring method. The Idee is to detect diversion
and then determine whether the alarm was procuced by
a small quantity of pare material or a larger quantity
of shielded matarial. The question Is an important one
in international safeguards monlitors that are unai-
tendsd and lack first-hand investigation of alarms.
The means to make a shielding determination is
another of C. N, llenry's irnovations, a gpectrum ratio
te~hnique. Monltoring ocan be carrled out In any
fashlion, hut two separate reglons of the gamma-ray
spectrum are counted and saved whengver an alarm
occurs. Ter example, counts in the normal window and
a separate high-energy region can be compared to
determine a quality factor that (s celated to the
amount of shiolding around the detected material.

An example of the quantitative technique?® (I'ig. 8)
illustrates that the amount of ahlelding can be
estimated over a raig~ uf shielding thickness. Vhen
the npatial response of a nonitor {s quite uniform and
the material present in the monitorad area s a apecifin
type, a useful estimat= »f the diverted mass can be
made, Otherwise, the te.nique simply determines
whethor or not the source waa shielded, which in itaelf
Is valuable information. ror Internatlonal monitoring,
extremely amall quantities of hare materiai may be
diffleult to tdentify In an Inventory, hence the
quantitative technique can determine when an inven-
tory i worthwhile,

Calibration and Trouble-Shooting Aids

Various calibration techniques are usel Sm radia-
tion detectors.  Far plastic  scintilintors!3 n Jow
diseriminntor setting Is essentinl for hest deteetion
offictoney, but the setting must not bhe low enough to
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Shieloed reactor-g.:ade plutoniure has an extremely low spectrum
ratio when it Is bare. Shiclding Increases the ratio to a limit
Imposed by scattered raciation from the shield. The dispersion of
values from limited counting statistics is narrow enpough 1)
enarsely identify the amount uf ghielding when the type of
shiclded material is known,

Introduce rolse, A variance analvzer? caleulates the
mean and variance of A number of counting saniples
nnd compares them. These quantities should he almast
identlen]l for nuclear counting. Ry means of repeated
varianee  analvzer nooAsurem *nts, the diseriminator
level can he lowered to the loweat possible level.
Fxcept for very cold detectors, this technique sets the
diseriminator at the same point that other methods
would place |t, but it does a0 In a relatively short
period of tima.

Variar~e analvals Is also useful in {dentifving
cirenit  prohliema that  introduce  nolse.  Another
valuable trouble-ahooting ald Is a state-of-health sub-
routine that executes each time a monitor nowers 1.
The subroutine aheo!.s appronriate eleouit slamenta to
identify and flag pronlema hefore the manitoring
prorram  tnkes  eantrels. A typleal  state-of-health
procadure cheeks the ctornd provrams hy tallving a
rheekaum *hint it then compares to previous valiies to
identify  rend-only-memory  fallure,  The procedure
checks random-pecess memory by wreiting ' messapge
nnd then rending it baek to deteet errors, It checks the
timer, vaed for detector counting, agalnst the mlero-
processor syitein eiock to ensure that hoth agree. A
finnl check leoks for an incoming detector signal.
Linek of =lgnal [x the mast cenmon faflure mode durlnge
monitor instalintion: the preeedure fmmedlately flaps
wirlnr o= other hardware priohlemse that nrevent the
tletoctor sinnl from reaching the controller,

The valuable pxsistanee of varlanee analysis and
power-up - ginte-of-henlth  nonitoring makes  those

technlques en indispensable part of all our recently
developed monitors,

SUMMARY

The capebilities of control electronies for radia-
tion monitors have greatly expanded in the past few
years, hoth in the enhanced performance of the
electronics themselves and in new tzehniques that
refine basle techniques ¢ ..1e pas{, The sequential and
quantitative techniques offer particularlv useful advan-
tages without troublesome dissadvantages. Rapid
decision-making and the ability to track signals,
provided by the seauentlal technique, and the abllity to
identify shielding, prcvided by the quantitative
techniqu2, are long sought-after goals in radiation
monitoring. It Is characteristic of the new Inicro-
processor technlques that not onlv can such methods be
implemented but that they can be implemented in a
single monitoring clreuit.
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